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[bookmark: OLE_LINK5][bookmark: OLE_LINK6][bookmark: OLE_LINK7][bookmark: OLE_LINK1]Abstract of the contribution: This pCR proposes to add the examples of the security functional requirements in the section 4.2.2.1 of TS33.250.
Introduction 
Charging ID uniqueness and TEID uniqueness were proposed as the security functional requirements on the PGW deriving from 3GPP specifications – General approach in the last meeting. These security requirements should also be added as the example of the security functional requirements in the section 4.2.2.1.
Proposed pCR
***	BEGIN OF CHANGES	***
[bookmark: _Toc435180232][bookmark: _Toc456605685][bookmark: _Toc456645141][bookmark: _Toc467183363]4.2.2	Security functional requirements on the PGW deriving from 3GPP specifications and related test cases
[bookmark: _Toc435180233][bookmark: _Toc467183364]4.2.2.1	Security functional requirements on the PGW deriving from 3GPP specifications – General approach
In addition to the requirements and test cases in TS 33.117[3], clause 4.2.2, a PGW shall satisfy the following:
It is assumed for the purpose of the present SCAS that a PGW conforms to all mandatory security-related provisions pertaining to a PGW in: 
-	3GPP TS 33.401[5]: "EPS security architecture";
-	other 3GPP specifications that make reference to TS 33.401[5] or are referred to from TS 33.401[5] (e.g. TS 23.401 [6]). 
Since the PDN GW is the gateway which terminates the SGi interface, the security procedures pertaining to the PGW are typically related to gateway functions. For example: 
-	Per-user based packet filtering (by e.g. deep packet inspection).
-	Every IP-CAN bearer shall be assigned a unique identity number for billing purposes. (i.e. the Charging Id).
-	The TEID is a unique identifier within one IP address of a logical node.

***	END OF CHANGES	***

